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Healthcare IT is the growth industry right now, and the need for guidance in regard to privacy and security is
huge. Why? With new federal incentives and penalties tied to the HITECH Act, HIPAA, and the
implementation of Electronic Health Record (EHR) systems, medical practices and healthcare systems are
implementing new software at breakneck speed. Yet privacy and security considerations are often an
afterthought, putting healthcare organizations at risk of fines and damage to their reputations.  

Healthcare Information Privacy and Security: Regulatory Compliance and Data Security in the Age of
Electronic Health Records outlines the new regulatory regime, and it also provides IT professionals with the
processes and protocols, standards, and governance tools they need to maintain a secure and legal
environment for data and records. It’s a concrete resource that will help you understand the issues affecting
the law and regulatory compliance, privacy, and security in the enterprise.  

As healthcare IT security expert Bernard Peter Robichau II shows, the success of a privacy and security
initiative lies not just in proper planning but also in identifying who will own the implementation and
maintain technologies and processes. From executive sponsors to system analysts and administrators, a
properly designed security program requires that that the right people are assigned to the right tasks and have
the tools they need. Robichau explains how to design and implement that program with an eye toward long-
term success. Putting processes and systems in place is, of course, only the start. Robichau also shows how
to manage your security program and maintain operational support including ongoing maintenance and
policy updates. (Because regulations never sleep!) 

This book will help you devise solutions that include:

Identity and access management systems●

Proper application design●

Physical and environmental safeguards●

Systemwide and client-based security configurations●

Safeguards for patient data●



Training and auditing procedures●

Governance and policy administration ●

Healthcare Information Privacy and Security is the definitive guide to help you through the process of
maintaining privacy and security in the healthcare industry. It will help you keep health information safe, and
it will help keep your organization—whether local clinic or major hospital system—on the right side of the
law.

What you’ll learn

The basics of HITECH, HIPAA, and other federal laws driving change in healthcare IT●

How to identify the core issues of privacy and security in a healthcare environment.●

The steps required to develop and execute a security project plan.●

The technologies and tools available to aid in the process of deploying a secure EHR system.●

The core regulatory issues and practical matters of security in a healthcare environment.●

The frameworks and methodology that will assist in tackling the issues of privacy and security.●

The technologies impacted by matters of privacy and security along with proposals for managing them●

effectively.

Who this book is for

Healthcare professionals who work in information technology, information security, health information
management, as well as in the more specialized areas of privacy, compliance, and informatics. The book is
also useful for consultants working in the field of information security who require a better understanding of
the challenges facing the healthcare industry, EMR Vendors who are tasked with guiding their customers
through a secure implementation of their product, and technology professionals seeking to make an entry
into the world of Healthcare IT.
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From reader reviews:

Frank Arnett:

Many people spending their time by playing outside having friends, fun activity along with family or just
watching TV the whole day. You can have new activity to enjoy your whole day by looking at a book. Ugh,
ya think reading a book really can hard because you have to take the book everywhere? It all right you can
have the e-book, bringing everywhere you want in your Touch screen phone. Like Healthcare Information
Privacy and Security: Regulatory Compliance and Data Security in the Age of Electronic Health Records
which is keeping the e-book version. So , try out this book? Let's find.

Donald Noble:

With this era which is the greater particular person or who has ability to do something more are more special
than other. Do you want to become among it? It is just simple way to have that. What you should do is just
spending your time little but quite enough to experience a look at some books. Among the books in the top
list in your reading list will be Healthcare Information Privacy and Security: Regulatory Compliance and
Data Security in the Age of Electronic Health Records. This book that is qualified as The Hungry Hillsides
can get you closer in getting precious person. By looking up and review this guide you can get many
advantages.

Joshua Hsu:

You can find this Healthcare Information Privacy and Security: Regulatory Compliance and Data Security in
the Age of Electronic Health Records by look at the bookstore or Mall. Only viewing or reviewing it might
to be your solve challenge if you get difficulties for your knowledge. Kinds of this publication are various.
Not only by means of written or printed but can you enjoy this book through e-book. In the modern era
including now, you just looking of your mobile phone and searching what your problem. Right now, choose
your personal ways to get more information about your book. It is most important to arrange yourself to
make your knowledge are still update. Let's try to choose appropriate ways for you.

Tammie Torres:

What is your hobby? Have you heard that question when you got college students? We believe that that
query was given by teacher to their students. Many kinds of hobby, Every individual has different hobby. So
you know that little person similar to reading or as reading through become their hobby. You must know that
reading is very important and also book as to be the factor. Book is important thing to provide you
knowledge, except your personal teacher or lecturer. You will find good news or update with regards to
something by book. Different categories of books that can you decide to try be your object. One of them is
Healthcare Information Privacy and Security: Regulatory Compliance and Data Security in the Age of
Electronic Health Records.
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